Table of Contents

Network Management Overview
How a Network Management System Works ~ 1-1
Using the Management Module  1-3

Installing the Management M odule
System Requirements  2-1
Installation  2-1

Using a Device Window
Displaying the Device Window  3-1
Device Window Description  3-3

Managing the Switches
Preliminary Steps  4-1
Monitoring the FE-DS12 and FE-DS12TF Switches  4-2
Configuring the FE-DS12 and FE-DS12TF Switches  4-12
FE-DS12 and FE-DS12TF Switches Options ~ 4-23
Resetting the FE-DS12 and FE-DS12TF Switches  4-34

Remote Managing with RMON
Accessing the RMON Manager 5-1
Checking Ethernet Statistics  5-5
Checking Ethernet History 15
Checking Alarmsand Events 23




List of Figures

Figure 1. Device Window Showing FE-DS12 Front Panel  3-2
Figure 2. Device Window Showing FE-DS12TF Front Panel  3-3
Figure3. The RMON Manager Startup Screen Description  5-3




List of Tables

Table1l. Counters Common to Statistics Screens  4-3
Table 2. Buttons Common to Statistics and History Screens  5-5




1

Network Management
Overview

Part 2 discusses how to manage the FE-DS12 and FE-DS12TF Switches
using NPI’ management module that accompanies the switches.

Managing the switches with NPI' NuSight Network Management System
for Windows is covered in the NuSght Network Management System for
NuSwitch FE-Series Products User’s Guide. Managing the switches with
HP OpenView Network Node Manager or another network management
system is covered in the respective vendor’ s documents.

For information about installing the FE-DS12 and FE-DS12TF Switches or
about building networks using the switches, see Part 1 of this user’s guide.
Part 1 also explains how to use the switches built-in console program to
configure the switches and monitor their statistics.

How a Network Management System Works

In the context of a network management system—the NuSight platform or
a 32-bit version of the HP OpenView platform, for example—the switchis
one of anumber of managed devices (network elements) in the network.
And the management console is a network management station. The
management console can be any PC or workstation on the network that is
currently running a network management system. Being SNM P-based, the
switch contains an SNMP agent that responds to requests from the
management console. These requests, which you can control, can vary
from getting data and event information to setting the device attribute
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values. With the agent and corresponding MIBs, the switches are
manageabl e through an SNM P-based management console.

Network management functions that can be applied to the switches include
the following:

" Modify configuration. Y ou can modify the configuration of the hub
and individual ports. You can aso modify configuration settings such as
names and port states as required.

" Monitor statistics. You can monitor hub statistics and port statistics to
determine the network's traffic load and its real-time performance.
Information provided includes the total number of packets passing
through the ports and the errors occurring on them. Y ou can also view a
graphical representation of these statistics to facilitate diagnosis.

" Reset the hub. When problems occur on the hub, you can reset the hub
from the management console. Thisreset isthe same as awarm boot:
The power-on self-test (POST) is performed and all configurations are
restored to those saved in the EEPROM. Y ou can aso perform afactory
reset on the hub to bring all settings back to the factory defaults.

"~ Set thetrap level. Traps are messages sent by network devices to the
management device. These traps are sent to inform you of significant
events that have occurred on the network devices. Y ou can set the trap
level of the hub to determine which traps will be sent to the management
console,

"~ Configurevirtual L ANsto segment users into the most appropriate
workgroups.

 Configurethe Spanning Tree Protocol parametersto avoid loops and
bottlenecks in bridged networks.

" Monitor ports. You can use network analyzersto anayze traffic
through the FE-DS12 and FE-DS12TF Switches ports.

" Monitor performance
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"~ Usepower links. Thisfunction increases bandwidth and speed of traffic
though the FE-DS12 and FE-DS12TF Switches' ports.

"~ Configurearouting table. With this management function, you can
view routing table and set static addresses.

" Remote network monitoring. With the RMON Manager function, you
can view statistics, check on switch performance, and have network
eventslogged, all from a remote management console.

A graphical representation of the entire network gives you the ability to
quickly identify and troubleshoot problems on the network.

Using the Management Module

The management module is SNM P-based software designed to manage the
FE-DS12 and FE-DS12TF Switches the same as a network management
system does. It can be used in any of these ways:

* Asastand-aone switch management system

" With the NuSight Network Management System for NuSwitch FE-Series
Products

" With 32-bit versions of HP OpenView Network Node Manager

Regardless of how the management module is used, it must be installed in

your network management station (management console). Use the CD that
isincluded with the switches. Chapter 2 describes the system requirements
for installation and installation steps. .
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Installing the Management
Module

This chapter describes the system requirements for installing the
management module that accompanies the FE-DS12 and FE-DS12TF
Switches, and describes the installation procedure.

System Requirements
* IBM PC or compatible

“ Windows 95, Windows NT Workstation 4.0, or Windows NT Server 4.0
At least four megabytes of hard disk space

Installation

Y ou should be in the Windows environment before starting installation.

1. Insert the management module CD in your CD drive.
2. Click Start, then select Run...

3. Inthe Open field, enter the complete path name of the management
module on the CD. The directory for an FE-DS12 Switchis
DS12MM; for an FE-DS12TF Switch, the directory isDS12TFMM.
The path name must specify setup.exe; for example,
E:/DS12MM/setup.exe.




4. Click OK. A Setup screen displaysto show installation progress.

=

Setup is preparing the Installshield Wizard which will guide
wiou through the application setup process. Please wait

IE

5. When the Install Shield Wizard takes over, the following screen

displays.
Wecome |

Welcome to the WPl FE-DS12 Setup program. This program will
ifgtall NP1 FE-DS12 o vour computer.

It iz ztrongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then close any programs pou have
munning. Chok Mext to continue with the Setup program.

WwBAMIMG: Thiz program iz protected by copyright law and
international treaties.

Jnauthonized reproduction or digtribution of thig program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prosecuted ta the maxinum extent poszsible under law.

< Back

Cancel I

6. Click Next to continue. The remaining installation steps differ dightly,
depending on whether you are installing the management module as a
stand-alone entity, on the NuSight platform, or on the HP OpenView

platform.
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As a Stand-Alone Entity
7. Theinstallation program presents a directory to install to.

Choose Deztination Location |

Setup will ingtall MPI FE-DS12 in the following directary.
To ingtall bo thiz directary, click MNext.

To inztall to & different directary, click Browsze and select another
diractory.

You can chooze not toinstall MPI FE-DST2, by clicking Cancel to
exit Setup.

" Deztination Directory

CAFEDST2N Browsze... |
Cancel |

8. To accept the default directory, click Next. To select adifferent
destination directory, click Browse and choose the desired directory,
then click Next to continue.

< Back

Copying program files. .
feds12 exe
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The installation program starts copying the management module
program files to your selected directory. When the status bar reaches
100%, the Restart Windows screen appears.

T |

Installation procedure completed. Please reboot systemn so that FE-DS12
can operate prapetly. Do you want to reboot now ?

&~ Nes, |wantto restant my computer now;

Mo, lwill restart my computer later.

QK

9. Theinstalation is completed, and you should restart your computer
now.
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On the NuSight Platform
7. Click Next to continue.

Copying program files...
feds12 exe

The installation program starts copying the management module
program files to the default directory for the management module.
When the status bar reaches 100%, an Information screen appears.

Information m

Setup is complete. You may run the installed program by selecting the
program icon in the Programs menu.

8. Click OK. You can now access the management module
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On the HP OpenView Platform
7. Click Next to continue. The Select Components screen appears.

Select Components E2

I your system, we found HP Opentiew platform. Do pou want
FE-D'S512 ta run under HP O pentfiew platfarm 7

¢ Back I Meut » I Cancel

8. Make surethe Yes optionis selected, then click Next to continue. The
installation program presents a directory to install to.
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Choose Deztination Location |

Setup will ingtall MPI FE-DS12 in the following directary.
To ingtall bo thiz directary, click MNext.

To inztall to & different directary, click Browsze and select another
diractory.

You can chooze not toinstall MPI FE-DST2, by clicking Cancel to
exit Setup.

" Deztination Directory

CAFEDST2N Browsze... |
Cancel |

9. To accept the default directory, click Next. To select adifferent
destination directory, click Browse and choose the desired directory,
then click Next to continue.

< Back

Copying program files...
feds12 exe

10. Theingtalation program starts copying the management module
program files to your selected directory. When the status bar reaches
100%, an Information screen appears.

Installing the Management Module 2-7



Information E3

Setup iz complete. Yiou may run the installed program by selecting the program icon in the
Froagrams men.

11. Click OK. You can now access the management module.

2-8

Installing the Management Module



3

Using a Device Window

Once you have installed the management module at the management

console, management of the FE-DS12 and FE-DS12TF Switches through
the network is possible.

Displaying the Device Window

To perform management tasks through a FE-DS12 Switch or FE-DS12TF

Switch, you must first display its device window on the management
console.

1. Double click on the switch’sicon on the topology map generated with
your network management system.

2. If thisisthefirst time you are accessing the device window, you must
enter apassword. Otherwise, you start by entering input device
information as described in step 3.

Input Password

Mew Pazzword: i|

Confirm Pagzword: i

'FT ok | | ER cance |
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3. Typeyour password then confirm it. The following screen appearsto
prompt you for the device IP address and the community name.

Input Device Information

IP &ddress: |E _ID : ID . ID

Get Community: I

Set Community: I

[F ok | |Eflcanc|

4. Enter the switch’s P address and the applicable community names,

then click OK.
5. Click OK. A bit-mapped device window appears with a graphical view
of the front panel of the switch.

Caption Bar

Menu Bar Tool Bar
"= FE-DS12 - 168.168.16.2 - I]I]AI]AE—CD1I]I]2

Perormance Configuration  Options  Fault  Help

MEEENEEE

LN | PRL | FMO

100Base-TX port and/or
100Base-FX port Panel Display -Status Area

Figurel. Device Window Showing FE-DS12 Front Panel
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The depiction of portsin the EXPANSION PORT area reflects the port
typeinstalled in the switch, or it depicts ablank cover plateif no port is
installed.

/—Captlon Bar Menu Bar Tool Bar

YWLM ||PRL  PMO
Panel Display Status Area

Figure2. Device Window Showing FE-DS12TF Front Panel

Use the various menus, tools, and status information in the device window
for management. Asthe figure shows, the device window has five main
areas, summarized in the following section.

100Base-TX port, 100Base-
FX port, or cover plate

Device Window Description

The Caption Bar shows the switch name, which contains a hub label (as
defined in your topology map), its | P address (168.168.004.002), and the
MAC address (OOAOAE-010402).

The Menu Bar shows the names of menus for monitoring and managing
the FE-DS12 and FE-DS12TF Switches. Chapter 4 gives more information
about using the menus.

The Performance menu lets you monitor the performance of the FE-DS12
and FE-DS12TF Switches. Y ou can view statistics on the entire switch
(unit) or on specific ports of the switch. A graphical view of the unit or
port statisticsis also available.
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The Configuration menu lets you configure the entire switch (system),
view current port configuration, and configure Spanning Tree Protocol
parameters.

The Options menu lets you access and modify additiona functions of the
FE-DS12 and FE-DS12TF Switches such as virtual LANS, routing
addresses and trap management.

The Fault menu lets you reset the FE-DS12 and FE-DS12TF Switches
after changing settings or go back to the factory default settings.

The Help menu gives you information about the management module
version (About ...). It aso letsyou view this guide on-line.

Tool Bar icons give you access to the most commonly used management
functions. Clicking on anicon inthetool bar isthe fastest way to access a
management function.

e || Unit Statistics Power Link
=

E Unit Analysis E‘ Port Monitor

E System Configuration -E:_E Routing Address
E Spanning Tree Configuration E Trap Management
@‘ Virtual LAN

The Panel Display shows a graphical representation of the FE-DS12 and
FE-DS12TF Switches front panel. The status of the LEDs and the
physical ports of the switch can be seeninthisarea. A port can aso be
selected from this area to monitor its performance and configure it. (If an
FE-831 or FE-833 Media Adapter isinstalled in the expansion slot, a
representation of the 100Base-TX port it contains replaces the cover plate
over the expansion slot shown on the front panel.) When you click on the
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desired port, a pop-up menu displays. Y ou can select the desired option
from this menu, applicable to the chosen port. In the figure below, port 2 is
selected.

= FE-DS12 : 168.168.16.2 : 00ADAE-CD1002

Performance  Configuration  Options  Fault Help

e B s
Part Configuration...
Part Statistics...

Fart Analysis...

IFHERALS
YLM | PRL | PO

The Status Bar shows the current status of the FE-DS12 and FE-DS12TF
Switches. The port number on the |eft side of the status bar shows the
currently selected port. VLN, PRL, and PMO on theright side of the status
bar are turned on if the Virtual LAN, Power Link, and Port Monitor
functions, respectively, are enabled.

5
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4
Managing the Switches

When you display a device window for the FE-DS12 and FE-DS12TF
Switches as discussed in Chapter 3, you can use the device window to
manage the switches. This chapter describes preparations for managing the
switches from the device window and explains the management options.

Preliminary Steps
Before managing the switches, you need to ensure that:

" The FE-DS12 or FE-DS12TF Switch is connected to the management
console. The switch can be connected (and managed) either in-band or
out-of-band. Anin-band connection is the same as a network
connection: the management console is a workstation on the network.
An out-of-band connection is a connection made through the console
port of the switch.

" All switches to be managed are turned on.

" Each switch isrepresented by an icon that is incorporated into the
topology map on your management console.

If you want to have full control over the switch (set its configuration, reset
it, and reset statistic counters), enable the manager privilege option through
the Security Menu in the network management system window menu bar.

To manage FE-DS12 and FE-DS12TF Switches, display the topology map
on your management console then double-click the FE-DS12 or FE-

DS12TF Switch’sicon. The NuSwitch device window appears and shows
the front panel of the switch. The menu bar described in Chapter 3 is near
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the top of thiswindow. The front panel displays the actual components—
the ports and LEDs—of the selected switch.

Monitoring switch performance, configuring the system and all switch
options, and resetting the switch are all done through the menu bar.

Monitoring and configuring individua ports are done through a pop-up
menu that appears when you click on the port.

Monitoring the FE-DS12 and FE-DS12TF Switches

The FE-DS12 and FE-DS12TF Switches have statistics counters that let
you monitor the real-time operating condition of the switch. The switch
also has an event log that you can view. These statistics counters and log
gather information about the entire switch and individual switching ports.
Y ou can view switch statistics and the log from the Performance menu on
the menu bar.

You can view port statistics from a pop-up menu that appears when you
click on an individual port in the device window.

Each statistics and analysis screen is explained in greater detail in the
remainder of this chapter. All the screens have common buttons or fields
that let you start or stop the statistics counters or change the poll timer.
These common buttons and fields are defined in the following table. You
use them the same way in all screens.

The analysis screens described in the following pages also include buttons
to select bar, line, or metered graphical views of the statistics.

The statistics screens described in the following pages show various
statistics counters. These statistics counters described in the following
table, are commonly displayed in four “count” columns.

4-2
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Tablel. Counters Common to Statistics Screens

Field Description

Raw Count The total count between the last polling and the current
polling.

Peak Count The highest average count since the time the statistics

counters were last reset. These counters are reset
whenever you re-start the hub or click Clear in the dialog
box.

Average Count  Theraw count per second.

Tota Count The accumulated count since the time the statistics
counters were last reset. These counters are reset
whenever you re-start the switch or click Clear in the
dialog box.

Unit Performance

The Performance menu has three options, Unit Statistics, Unit Analysis,
and View Log that give you information about traffic through the switch.
The Unit Statistics screen shows information in table form about the total
number of good kilobytes passing through the ports, the total number of
good and bad frames, and collisions on the connected segments. The Unit
Analysis screen shows a graphical view of the total number of good
packets and good kilobytes passing through the ports per second, and the
percentage of error packets. The View Log screen displays alog of any
events that occurred on a specified port and device during a specified
period.
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When you select Unit Statistics from the Performance menu, the following
SCreen appears:

Unit Statistics::168.168.16.2

Log/Stop Log
Unit Up Time 0 days, 20:07:31.1 —
Poll Timer ~ ThH—————— & seconds
1 B0
Item Fuaw Count Peak Count Ay, Count Total Count

Good Bytes(k) 41581 10763 8316 1833646

Good Frames 487418 118637 97483 ?93876966E
Ead Frames 0 0 1] 472

Collisions 1393 305 278 19636271

Items in this screen are described in the following paragraphs.

Unit Up Time: A view-only field that shows how long the switch has been
operational sinceit was turned on or reset.

Poll Timer: This determines how often statistical values are retrieved
from the switch. To change the polling time, click on the slider and drag it
to a position on the gauge that approximates the desired polling time, from
1-60 seconds. The polling time you set is only valid for the current session.
Once you close the dialog box, the default polling time (5 seconds) goes
into effect in the next session.

Log/Stop Log: To have the polling statistics logged in the database, click
the left button. These statistics can then be viewed with the View Log
option in the Performance menu. To stop logging, click theright button.

Good Bytes (k): The size (in kilobytes) of good frames that have been
received on all ports of the switch.

Good Frames: The number of good frames that passed through all ports
of the switch. Good frames are from 64-1518 bytes with no cyclic
redundancy check (CRC) or alignment errors.
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Bad Frames: The number of bad frames that have been received on all
ports of the switch. Bad frames are those that did not meet the
requirements of good frames, but are without collision.

Coallisions. The number of collisions that occurred on all segments
connected to all ports of the switch. Collisions are normal on half duplex
links in an Ethernet network. They occur when two or more network
devices attempt packet transmission at the same time. When acollision
occurs, these devices back off automatically and retry transmission later.

To stop the polling, click PAUSE. To resume polling, click PAUSE again.
For example, you can stop polling, adjust the Poll Timer, then resume
polling with the new time.

If you want to reset the statistics counters of the displayed dialog box, click
CLEAR. Thisbuttonisavailable only if the manager privilege option of
the consoleis enabled.
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When you select Unit Analysis from the Performance menu, the following

screen appears:

Unit Up Time:

0 days, 20:14:24.1

Foll Timer %
1 G0

Log/Stop Log

-PAUSE
B &

Bl ExiT

seconds

B Bad Framesisec: 0

Good Frames/sec : 80676

[l Good Bytes{K)/sec : 7346

This screen shows the number of good packets per second and good
kilobytes per second that pass through the switch. The error rateisaso
graphed as a percentage over time.

Items in this screen are described in the following paragraphs.

Unit Up Time: A view-only field that shows how long the switch has been
operational sinceit was turned on or reset.

Poll Timer: Usethis parameter as described earlier under Unit

Performance.

Log/Stop Log: Use this parameter as described earlier under Unit

Performance.
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Use the PAUSE button as described earlier under Unit Performance.

Bad Framed sec: The number of bad frames that have been received on

all ports of the switch. Bad frames are those that did not meet the

requirements of good frames, but are without collision

Good Frames/sec: The number of good packets per second passing

through all ports of the switch

Good Bytes (k)/sec: Thetotal size (in kilobytes) of good frames per

second passing through all ports of the switch.
When you select View L og from the Performance menu, the following

screen appears.

Yiew Log :: 168.168.16.2

[P &ddress

Funiction Marne

Port Huraher

|l R4
|an =]
|an =]

— Date/Time

MM / DD / ¥Y kh o ss
Start LA E {7 . 0 !
End S VA [E I (TIT
E1 ok (31 DELETE EXIT

Managing the Switches
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Itemsin this screen are described in the following paragraphs.

IP Address. Select the desired address from the list. The IP addressesin
thislist exist in the database and represent units that were designated for
logging in the Unit Statistics option as described earlier in this section. If
you select All, the system ignores the I P address as a condition for viewing.

Function Name: Select one of the functionsin thislist to be a condition
for viewing, or select All if you want the system to ignore all the functions
as conditions of viewing.

Port Number: Select aport from the list that represents the port on the
device specified by the IP address. If you select All, the system ignores the
port number as a condition for viewing.

Date/Time: Use this section to specify the period of logged events you
want to view.

To view the events meeting the conditions just specified, click OK.

To delete the events meeting the conditions just specified from the log,
click DELETE.

To cancel any entries and leave thiswindow, click EXIT.

Port Statistics

Each of the 12 ports on the switch can be monitored. Statistics on the ports
are gathered by the switch and offer you information about traffic through
that port. The Port Statistics and Port Analysis options on an individual
port’s pop-up menu give access to this information.

4-8
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When you select Port Statistics from an individual port’s pop-up menu,
the following screen appears:

Port Statistics::168.168.16.2::Port 8
Log/Stop Log
UnitUp Time: 0 days. 20:15:16.1
PollTimer  ~hH——————— & seconds s
1 B0 EXIT
Hem Faw Count Feak Count Ay Count Total Count
Fx Good Frames G456 16491 1691 5ava4912
Fix Good Bytes(K) 6177 1235 1235 3114942
Feject Frames 0 0 0 0
Long Frames 0 0 0 0
CRC Errars 0 0 1] 0
Alighment Errors 0 0 0 0
RUMTS 36 7 7 3718948
Tx Good Frames 44 18 18 55224402
Discard Frames 0 0 0 0
Lost Frames 0 1] 1] a
Caollisions 36 7 7 3718948
Total Errors 0 0 0 0

Items in this screen are described in the following paragraphs. The counters
displayed in this screen show statistics for the selected port.

Unit Up Time: A view-only field that shows how long the switch has been
operational sinceit was turned on or reset.

Poll Timer: Usethis parameter as described earlier under Unit
Performance.

Log/Stop Log: Use this parameter as described earlier under Unit
Performance.

Rx Good Frames. The number of good frames that have been received on
the selected port. Good frames are from 64-1518 bytes with no cyclic
redundancy check (CRC) or alignment errors.

Rx Good Bytes (k): Thesizein kilobytes of good frames received by the
port.
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Reject Frames: The number of valid frames received that were discarded
(filtered) by the forwarding process.

Long Frames: The number of long frames that are received in the selected
port. Long frames are frames longer than 1518 bytes (including FCS), and
with aduration lessthan 5 ms.

CRC Errors: A counter that isincremented by one for each frame
received on this port with the FCSError signal asserted and the FraminError
and CollisionEvent signals unasserted, and w hose octet count is greater
than or equal to minFrameSize and less than or equal to maxFrameSize.
This counter rolls over approximately every 80 hours.

Alignment Errors. The number of alignment errors received on the
selected port. An alignment error occurs when areceived frameis not an
integral number of bytes.

RUNTS: The number of interrupted frames received on the selected port.
Runts are frames with incorrect sizes or formats that are typically the result
of collisions.

Tx Good Frames. The number of good frames that have been transmitted
in the selected port. Good frames are from 64-1518 bytes, including the
CRC.

Discard Frames: The number of discarded frames that are received on the
selected port. These frames are discarded at the receiving port because of
frame filtering.

Lost Frames: The number of lost frames received on the selected port.
Lost frames result from the lack of internal receive buffer space.

Coallisions. The number of collisions that occurred on the segment
connected to the selected port.

Total Errors: The number of errors that have occurred on this port. It
gives an overall indication of the health of this port becauseit isthe
summeation of the individual error counters for this port.

Use the PAUSE button as described earlier under Unit Performance.

4-10

Managing the Switches



Use the CL EAR button as described earlier under Unit Performance. This
button is available only if the manager privilege option of the consoleis
enabled.

To cancel any entries and leave thiswindow, click EXIT.

Port Analysis

When you select Port Analysisfrom an individual port’s pop-up menu, the
following screen appears:

Log/Stop Log

Unit Up Time: 0 days, 20:45:41.0 I — [, PaUSE
B
EAll EXIT

Pall Timer “F—————— & seconds
1 60

[ Lost Framesisec: 0
Discard Frames/sec : 0

B Reject Framesisec : 0
Rx Good Bytes(K)/sec : 627

B Tx Good Frames/sec : 1366

Rx Good Frames/sec : 766

The counters and graph displayed in the Port analysis screen show statistics
for the selected port. Itemsin this screen are described in the following

paragraphs.

Unit Up Time: A view-only field that shows how long the switch has
been operational since it was turned on or reset.

Poll Timer: Usethis parameter as described earlier under Unit
Performance.
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Log/Stop Log: Use this parameter as described earlier under Unit
Performance.

Lost Frames/sec: The number of packets lost after the input buffer isfull.

Keep in mind that the flow control feature of the FE-DS12 and FE-DS12TF
Switches minimizes packet |oss by sending out collision signals when the
port’sinternal storage buffer isfull. The transmitting stations will then try
to resend the packet later. When flow control is enabled and has jammed
the attached segment to minimize packet |oss, this percentage lost rate will
be lowered. When this happens, the Collision and L ost Frames statistics
counters will increment together.

Discard Frames/sec: The number of discarded frames that are received
per second on the selected port. These frames are discarded at the
receiving port because of frame filtering.

Reject Frames: The number of valid frames received that were discarded
(filtered) by the forwarding process.

Rx Good Bytes (K)/sec: The sizein kilobytes of good frames received per
second at the selected port.

Tx Good Frames/sec: The number of packets transmitted by the selected
port per second.

Rx Good Frames/sec: The number of packets per second received and
forwarded by the selected port.

Use the PAUSE button as described earlier under Unit Performance.
To cancel any entries and leave thiswindow, click EXIT.

Configuring the FE-DS12 and FE-DS12TF Switches

The Configuration menu contains options, which allow viewing
configuration, configuring the system, and configuring Spanning Tree
Protocol parameters.
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The bitmapped port representations in the device window alow the
configuring of individual ports.

When installing the switch for the first time, you must configure the system
and the ports as appropriate for your environment.

Y ou can change settings for the switch and individual ports. These settings
are stored in the EEPROM of the switch and are recalled every time the
switch isreset. Configuration settings that you can change include:

" Switch name, location, and contact
* Port name

" Port state (enabled or disabled, flow control enabled or disabled, auto-
negotiation, and speed)

" Spanning tree-related parameters include bridge priority, maximum age,

hello time, forward delay, port priority, port block on link, and port path
cost.

The contents of the switch’s EEPROM can a so be set back to their factory
defaults by performing afactory reset on the switch. For more information,
see Resetting the FE-DS12 and FE-DSI12TF Switches later in this chapter.

Before you can change settings, you must enable the manager privilege
option of the management console. Thisletsyou use the SET command
button, common to all screens that have changeabl e parameters. To enable
the manager privilege, you need to access the Security menu from within
your network management system.

Viewing Configuration

The View Configuration option in the Configuration menu shows you the
MAC address of the last node that transmitted a frame, current port-related
settings, and statistical data.
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When you select View Configuration from the Configuration menu, the
following view-only screen appears.

Yiew Configuration::168.168.16.2

=
=t

Name Type Link Status Speed | Flow Control |
PORT 1 {100BASE-TX |Up |Enable|100Mbps | Disable
PORT 2 |100BASE-TX |Up |Enable|100Mbps |Disable
PORT 3 |100BASE-TX |Up |Enable|100Mbps |Disable
PORT 4 |100BASE-TX |Up |Enable|100Mbps | Disable
PORT S5 |100BASE-TX |Up |Enable|100Mbps |Disable
PORT 6 |10BASE-T Up |Enable|10Mbps Enable
PORT 7 |100BASE-TX |Up |Enable|100Mbps |Disable
PORT 8 |10BASE-T Up |Enable|10Mbps Enable hd

== NS U USSR S Y ]

-

BHE EXIT

Items in this screen are described in the following paragraphs. To change
any of the settingsin the table, use the Port Configuration option in the
pop-up menu for that port in the device window.

Port: The port number in the switch.

Name: The name, up to 12 a phanumeric characters of your choice, that
identifies the port.

Type: The port type (10Base-T, 100Base-TX, or 100Base-FX).
Link: Thecurrent link status (Up or Down) of the port.
Status. The operating status (Disable or Enable) of the port.

Speed: Current connection speed (10Mbps or 100Mbps) specified for the
port.

Flow Control: Theflow control status (Disable or Enable) for the port.
Flow control minimizes dropped packets by sending out collision signals
when the port’ s receiving buffer isfull. Flow control isonly availablein
half duplex mode.
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Full Duplex: The duplex mode set for the port. To make full duplex mode
work properly both ends of the link must be enabled for full duplex mode.

Last Source Address: The MAC address of the last node that transmitted
aframe to the port.

System Configuration

System configuration lets you enter a name, location, and contact
information. These three parameters are only used for reference purposes.

When you select System Configuration from the Configuration menu, the
following screen appears:

System Configuration::168.168.16.4

IP Address 168.168.16.4
Subnet Mask 255.255.0.0
Default Gateway [0.0.0.0

MAC Address 00-A0-AE-CD-10-04

HiVW Version B3

S Version 1.00.36

Up Time 4 days, 16:27:53.0

Description NuSwitch FE-DS12{FE-DS12TF, ver 1.00.36.

System Power Internal and Redundant
Name [NuSwitch FE-DS12TF |
Location | |
Contact [NPI Technical Support |

EHl EXIT

Items in this screen are described in the following paragraphs.

P Address. |IP addresses are very important in managing TCP/IP
networks because they are used for communication between network
devices. Each network device must have a unique | P address.
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The switch comes with a default |P address of 168.168.xxx.xxx. The last
two bytes are the decimal equivalent to the last two hexadecimal bytes of
the switch’s MAC address. Y ou can use this value as the switch IP address
or specify anew oneif there is address duplication or the address does not
match your network 1D. When assigning a new value, you can use the
BootP function to automatically assign an IP address to the switch. You
can change the | P address through the console port on the switch.

Subnet Mask: The default subnet mask is 255.255.0.0. Y ou can change
the subnet mask through the console port on the switch.

Default Gateway: The IP address for agateway or router. This address
tells the switch which device is responsible for the delivery of |P packets
sent by the switch to remote networks. Thisfeatureisrequired if the
switch and the management console are not on the same network or subnet.
The default value of this parameter is 0.0.0.0, which means no gateway
exists or the switch and the management console are on the same network.
Y ou can change the gateway address through the console port on the
switch.

MAC Address: The MAC address assigned to the switch (hardware
address). Y ou cannot access thisfield to change the MAC address of the
switch.

H/W Version: The hardware version of the switch.

S/W Version: The version of the software currently loaded in flash
memory.

Up Time: Thetime that has elapsed since the switch was turned on or
reset.

Description: A general description of the device.

System Power : Indicates whether the switch's power source isinternal,
internal and from the optional RPS-600 redundant power supply, or from
only the optional redundant power supply.
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Name: A name of your choice that uniquely identifies this switch. The
switch nameisfor reference purposes only. The default name is NuSwitch
FE-DS12 or NuSwitch FE-DS12TF.

Location: The physical location of the switch (Second FIr SW closet for
example). Thisinformation isfor reference purposes only. The default is
no location specified.

Contact: The person to contact in case problems occur on the switch. This
information isfor reference purposes only. The default contact is NP
Technical Support.

After entering thisinformation, click SET to save the new settings into the
switch’'s EEPROM.

Spanning Tree Protocol Parameters Configuration

Support for the Spanning Tree Protocol |ets you create protocol -
independent bridges that connect networks in diverse communications
environments. These bridged networks are treated as segmentsin an
extended network. With the Spanning Tree Protocol, you can tailor your
network topology: you can adjust parameters such as Hello Time and Root
Path Cost to shape the spanning tree as desired.
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When you select Spanning Tree Configuration from the Configuration
menu, the following screen appears:

Spanning Tree::168.168.16.2

¥ Enakle Spanning Tree | SET I | EXIT I
This Bridge Foot Bridge
MAC Address 00-00-00-00-00-00 00-00-00-00-00-00
Priarity[0-65535] 32768 0
hdax Age[B-40 sec] 20 0
Hella Time[1-10sec] |2 0
Forward Delasy[4-30 sec] 15 0
Foot Path Cost 0
Hold Time[sec] 0
Port | Priority State Block On Link | Path Cost Designated Root
1 128 Forwarding |™ 10 0 :00-00-00-00-00-00
A Forwarding |+ 10 0 -00-00-00-00-00-00
3 128 Forwarding |= 10 0 :00-00-00-00-00-00
4 |128 Forwarding |V 110 0 :00-00-00-00-00-00
5 [128 Forwarding |= 10 0 -00-00-00-00-00-00
|B | 128 Forwarding |V 100 0 :00-00-00-00-00-00 4|L|
4 4

There are two main areas in the Spanning Tree screen. The first area shows
bridge-level details about the switch. There are two columns of

information in thisarea: This Bridge and Root Bridge. This Bridge refers
to the currently selected switch. Root Bridge refers to the switch that
currently acts as the root bridge of the spanning tree. Parameters displayed
for the root bridge were obtained through the configuration BPDUs (Bridge
Protocol Data Units) received on the root port. They are the settings
currently being used in the spanning tree topology of the active bridged
local areanetwork. They are displayed here for reference purposes only.

Thefieldsin this area are described in the following paragraphs.
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MAC Address: Thisisaview-only field that shows the MAC address of
the respective bridge.

Priority: Enter avalue from 0-65535. Thisvaue lets you influence the
choice of root bridge and the designated bridge. A lower numerica value
gives the bridge a higher priority and agreater chance of becoming the root
bridge.

Max. Age: Enter the time after which received protocol information is
discarded. The stored information for each port is aged and discarded if no
update activity has occurred when this limit isreached. Maximum age can
range from 6-40 seconds.

Hello Time: Enter the time interval between issuing configuration BPDUs
that are used by the bridges to calculate a spanning tree. Hello time can
range from 1-10 seconds.

Forward Delay: Enter the amount of time the spanning tree algorithm
spends in each intermediate port state during a transition from blocking to
forwarding. Thisvalueisalso used as a short aging time value for all
dynamic MAC entries in the address tables, during atopology change of
the active bridged local area network, as specified by the root bridge.
Forward delay can range from 400-3000, in 10ms units (4-30 secondsin
1/100-second increments). The default is 15 seconds.

Root Path Cost: Thisfield showsthe cost of the path to the root from this
bridge. Itisequa to the sum of the designated cost and path cost
parameters held for the root port. When the bridge is the root this
parameter is 0.

Hold Time: Thisisafixed value that specifies the minimum period during
which no more than two Configuration BPDUSs are transmitted through a
given bridge port.

The second areain the Spanning Tree screen shows information about ports
on the switch. Most of the fieldsin this area are view-only fields.

Priority: Enter avaluefrom 0-255. Thisvaue letsyou influence the
choice of port when a bridge has two ports connected in aloop. A lower
numerical value givesthat port a higher priority.
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State: Thisisaview-only field that shows the operating state of the port.
The five possible states are Blocking, Listening, Learning, Forwarding, and
Disabled.

Block on Link: Thisfield allows you to block or unblock the link of the
port.

Path Cost: Enter avalue, from 1-65535, that represents the cost to be
added to the root path cost field in a configuration BPDU received on this
port so the cost of the path to the root through this port can be determined.

Designated Root: Thisisaview-only field which shows the unique
Bridge Identifier of the Bridge recorded as the Root in the Configuration
BPDUs transmitted by the Designated Bridge for the segment to which the
port is attached.

Designated Cost: Thisisaview-only field that shows the path cost of the
designated port of the segment connected to this port. Thisvalueis
compared to the Root Path Cost field in received bridge BPDUSs.

Designated Bridge: Thisisaview-only field that shows the bridge
identifier of the bridge, which this port considers to be the designated
bridge for this port's segment.

Designated Port: Thisisaview-only field that shows the port identifier of
the port on the designated bridge for this port's segment.

To enable the spanning tree, click Enable Spanning Treeon. To disable
the spanning tree, click in the checkbox to clear it.

When you have configured all applicable parameters, click SET to save the
configuration.

Port Configuration

The graphic port representations on the front panel in the device window
allow individua port configuration. When you click on an individua port,
a pop-up menu displays.
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The Port Configuration option in the pop-up menu lets you view and
change parametersrelating to that port. These parameters can determine
operational characteristics of the port when it isin use and allow for
troubleshooting if necessary. The upper half of the screen presents
parameters that you can change. The lower half of the screen displays
view-only fields associated with the port.

When you select Port Configuration from an individual port’s pop-up
menu, the following screen appears.

Port Configuration::168.168.16 4::PORT 9

MName |PORT9

L]
" Disable ¥ Flow Contral
¥ Auto-Megotiation = Rl Bl e 2Bl
Speed @ 0fepe. € 1000bpe EXIT
Twpe 10BASE-T
Link State Lp
Fartner Auto-MNegatiation Capahility Mot Supported
Connection Status Farallel Detection

Items in this screen are described in the following paragraphs.

Name: Specify aname, up to 12 aphanumeric characters of your choice,
for the selected port.

Disable: Usethisfield to disablethe port. A disabled port does not
transmit any packets to the connected segment, nor forward any received
packets to the switching backplane.
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Flow Control: Usethisfield to enable or disable flow control for the port.
Flow control and full duplex mode cannot both be enabled at the same
time.

Auto-Negotiation: Usethisfield to enable or disable auto-negotiation.
Auto-negotiation decides the port speed and duplex mode of the port upon
linkup. When enabled, the Full Duplex checkbox and the Port Speed
selection are not available. Thisfield appliesto the 100Base-TX ports.

Full Duplex: Usethisfield to enable or disable full duplex mode for the
port. To make full duplex mode work properly, both ends of the link
should be configured to full duplex mode. Thisfield is not available when
auto-negotiation is enabled for the port.

Speed: Usethisfield to force the connection speed of the link to 10 Mbps
or 100 Mbps. Thisfield is not available when auto-negotiation is enabled
for the port.

Type: Displaysthe current port type (10Base-T, 100Base-TX, or 100Base-
FX).

Link State: Displaysthe current link status (Up or Down) of the port.

Partner Auto-Negotiation Capability: Displays the detected auto-
negotiation capability of the partner, either Supported or Not Supported. |If
the partner has no such capability, the auto sensing process will detect the
connection speed. Thisfield is displayed when the selected port supports
auto-negotiation.

Connection Status. Displays the current connection status of the port.
There are three types status. Auto-negotiation, when partner auto-
negotiation capability is supported; Parallel Detection, when partner auto-
negotiation capability is not supported or is disabled; User Mode, when an
auto-negotiation port isdisabled. Thisfield is displayed when the selected
port supports auto-negotiation.

After setting these parameters, click SET to save the new settings into the
switch’s EEPROM.
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FE-DS12 and FE-DS12TF Switches Options

Additional management and switch options can be accessed through the
Options menu. These additional options are described in the following

paragraphs.

Configuring Virtual LANs

Virtual LANs let you segment alocal area network into multiple broadcast
domains. For examples and more background on virtual LANS, see the
Virtual LANSs chapter in Part 1. To configure virtual LANS, select Virtual
LAN from the Options menu. The Virtual LAN screen appears.

vitual (ANt 168164 H

I~ Enahle irual LAK:

Port Number| 1 |2 3|4 & | B 7 | & 9|10 11|12
Domain 1 LI | W | N | | A | | A | A | N | W | WA |
Domaing [ |IC |\ (O | (| |0\ (0| |
Domaind [T |0 |0 |0 |0 |0 |0 |c e e e e
Domaind [ |IC O (O | (0| |0 (0 (0| |
Domains [T |0 |0 |0 |0 0|0 e e e e e
Domaink [ |IC \[C (O | (0| |0 (0 (0| |
Domain 7 |[C |0 |0 |0 |0 |0 |0 |c e e e e
Domaind [ |IC \[C (O | (| |0\ (0| |
Domaind [ [0 |0 |0 |0 |00 |e e e e e
Domainl0 T (| |0\ |0 |0 (0| (e
(1 T=T1o) R | N | | U | | A | | A | N | N | N | B |
Domainl2 0 (0|0 |0\ |0 | (0|0 |0 (o (T
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Itemsin this screen are described in the following paragraphs.

Enable Virtual LAN: To enablethe Virtua LAN function, click Enable
Virtual LAN on.

Port Number: These represent the ports on the switch. Click on the box or
boxes below the desired port number and in the desired domain row until
an “x” appears. Thisassignsthe port to that domain.

Domain 1, etc.: These represent the domains to which you can assign
ports. Each switch can support up to 12 domains. All portswith an“x” in
adomain row are part of that domain.

To save the domain configuration, click SET.

Power Link

When connecting two NPl NuSwitch hubs or switches, you can use the
Power Link function of the switches to increase bandwidth efficiency.
Power links allow either two or four link paths to be made to another
compatible NuSwitch hub or switch without forming aloop in your bridged
network. These link paths can operate in half duplex mode or full duplex
mode. The FE-DS12 and FE-DS12TF Switches have four ports that can be
used as power links: ports 1, 2, 7, and 8.

To avoid forming aloop, you should configure power links before
connecting cables to the ports you have set as power link ports.

To configure power links, select Power Link from the Options menu. One
of three Power Link screens appears, depending on the current power link
configuration.

Power Link::168.168.16.2

tain Switch ————————— Pawaer Link Canfiquratian
& Disahble: .7
SET
 Auto-Setting
" User-Setting CHl ExiT
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Power Link::168.168.16.2 E

Main Switch Power Link Configuration:
" Disakl |(1,?) hd

SET
" User-Setting EHl ExiT
Port Number 2 3 4 5 B 7 g 9 /10|11 |12
Pawer Link Part 1 V(v v @ |¥
FPower Link Port 2
Fower Link Paort 7 M |I# | (@ |
Faower Link Port 8

Power Link::1168.168.16.2 B

hain Switch Pawer Link Configuration:
" Disable I(],?) vl

SET
 Auto-Setting

EAll ExiT
Port Number 2 3 4 5 B 7 3 9 10|11 12
Pawer Link Part 1 V|7 | (@ [T OO0 |-
FPaower Link Part 2
Pawer Link Port 7 [ | ~ |V | | |=
FPower Link Fort 8

Itemsin these screens are described in the following paragraphs.

Main Switch: If the Power Link option is currently disabled, the first
screen just shown displays. If the Auto-Setting switch is currently on for
the Power Link option, the second screen just shown displays, and if the
User-Setting switch is currently on, the third screen just shown displays.

Specify how power links are to be configured, or turn on Disable to disable

power links.

If you want the FE-DS12 and FE-DS12TF Switches to configure power
links, turn on Auto-Setting. When you choose Auto-Setting, the power

link portsare set to 1 and 7 by default. In this default setting, ports 2-6 are
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assigned to port 1, and ports 8-12 are assigned to port 7. In this mode, the
switch achieves |oad-balancing by determining which power link port each
port will use to forward data to remote destinations.

If you want to configure your own power link combinations “manually,”
turn on User-Setting. 1n this mode, you determine aload-balancing
scheme by assigning each 10/100 Mbps switching port to one of the power
link ports. (The User Setting screen just shown isasample; in an actua
installation the ports checked may be different.)

Power Link Configuration: In User-Setting mode, select one of the six
allowed configurations from thislist. (Thisfield is not availablein Auto-
Setting mode.) The selected configuration becomes the link path to remote
target destinations.

Port Number: In User-Setting mode, select any of the available ports to
be a power link port by clicking on the desired Port Number box to put an
checkmark init.

After configuring the power link ports, click SET.

Port Monitor

The Port Monitor function is used together with a network analyzer. This
option isfor configuring the monitor and monitored ports. Up to four pairs
of monitor-and-target ports can be enabled. Correspondingly, you can
connect up to of four network analyzersto four ports on the FE-DS12 and
FE-DS12TF Switches. When configuring this function, keep the following
in mind:

YES: 1 monitor port ® 1 target port
YES. Many monitor ports ® 1 target port
NO: 1 monitor port ® Many target ports
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When you select Port Monitor from the Options menu, the following
screen appears.

Port Monitor::168.168.16.3

SET
EXIT

™ {Enable Port Moritos

Number Active Manitor Part Target Port

PORT 1 ~|FORT 2 -
PORT 2 ~|FORT 3 -
PORT 3 ~|FORT 4 -
FORT 4 ~|FORT & -

miinliniin

L TR N ]

To enable the Port Monitor function, click Enable Port Monitor on. Items
in this screen are described in the following paragraphs.

Number: Identifiesthe four port monitor groups you can configure.
Active: To enable a port monitor group, click the checkbox on.

Monitor Port: Select the port you want to be a monitor port. The monitor
port is used to connect to a network analyzer. This monitor port receives a
copy of al dataforwarded by or transmitted to the associated target port.

Target Port: Select the port to be monitored by the monitor port (network
analyzer). Thistarget port forwards a copy of all datait receivesto the
monitor port. Any data forwarded to the target port from other portsis also
copied to the monitor port.

ﬁ NOTE: A monitor port cannot receive traffic from a client or server.
Therefore, any traffic generated on this segment will not be
transmitted onto the switch backplane.
To save the configuration, click SET.
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Routing Address

The Routing Address option lets you view the address table for each
switching port. Each port on the switch is capable of automatically
learning addresses. A maximum of 4,096 addresses can be learned and
stored for each 10 Mbps port and each 100 Mbps port. These addresses can
then be aged out (option setting) according to the aging time parameter.

Y ou can assign an address to a specific port by entering it asa static
address. Y ou can reduce the number of addresses that need to be learned by
each port by typing in static routing addresses. A maximum of 509 static
routing addresses can be saved. Aging does not apply to static routing
addresses.

ﬁ NOTE: If you move a network device that has a static routing address
to another port, ensure that you remove the original route information.
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Routing Address::168.168.16.4

When you select Routing Address from the Options menu, the following
screen appears:

Aging Tirme ¥ Enable SET
|3D [1~256] = 10 secs cHll Exim
Routing Address
Switching Port |1 vl Maximurn Count: 4096 Current Count : 14
Entry MNa. Routing Address Operation Fouting Faort -
76 n0-A0-AE-00-5E-EB Forwarding 10 |
897 01-80-C2-00-00-00 Forwarding tanagement Fg
2048 N0-A0-AE-00-33-5F Forwarding 10
2373 N0-A0-AE-00-47-E4 Forwarding 10
2790 00-CO-A8-47-32-62 Forwarding 10
2885 00-A0-AE-00-45-E4 Farwarding 10
N3z N0-A0-AE-01-12-E1 Forwarding 10 -
Static Routing Address
haxirmurm Count : 509 Current Count: 0
Entry MNa. Routing Address Routing Fort
=] ADD

Itemsin this screen are described in the following paragraphs.

Aging Time: If you want to age the entriesin your Routing Address table,
enable Aging Time by clicking Enable on. Then enter the desired aging
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time, from 10-2560 seconds. This count begins when the address was last
learned, not when it was first entered in the address table. The default is
300 seconds.

Routing Address: This section displays the routing address information
for the switching port indicated.

Switching: Select the number of the port that you want to view.
Maximum Count: Indicates the number of address entries allowed.

Current Count: Indicates the number of addresses the switching port
hasinitstable.

Entry No.: The hash value of the MAC addressin the switching port’s
entry table.

Routing Address. The MAC addressfor this entry.

Operation: The action (forwarding or filtering) this switching port is
to perform on received packets with this MAC address.

Routing Port: The port wherethis MAC addressresides. The system
could take severa seconds to extract this information, depending on the
entry number and number of entries stored.

Static Routing Address: If desired, enter any user-defined addressesin
thistable.

Maximum Count: Indicates the maximum number of user-defined
static addresses allowed.

Current Count: Indicates the number of static addresses presently
defined.

Entry No.: The entry value assigned to static addresses as they are
entered. Of the 512 static addresses allowed, the first three are system
reserved static addresses, so the first available entry for user-defined
addresses is number 4. Thefirst available entry for a user-defined
addressis 1.
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Routing Address. The MAC address of this static entry.
Routing Port: The port where this MAC address resides.

To remove a static routing address, highlight the entry for it, then click

DELETE.

To save the configuration, click SET.

To add static routing addresses, click ADD. The following screen appears:

T S ~

Entry Mo, Incoming MAC Clutgoing MAL -
1 00-00-00-00-00-00 N0-A0-AE-CO-10-0:
2 00-00-00-00-00-00 N0-A0-AE-CD-10-0:
3 00-00-00-00-00-00 N0-A0-AE-C0-10-0:
4 00-00-00-00-00-00 N0-A0-AE-CD-10-0:
R 00-00-00-00-00-00 N0-A0-AE-CDO-10-0:
b 00-00-00-00-00-00 00-A0-AE-CD-10-0.
« | b |
Faouting
Faort Address 0D
M =] [o0 Joo Joo [oo foo Joo =

Thetable in this screen shows the source MAC address of the last frame
received (Incoming MAC) and transmitted (Outgoing MAC) for each port.
Thisisfor reference purposes only.

In the Routing section, select a port from the Port drop-down list, then the
Routing section and enter an address. Click ADD to add the new address
to the Static Routing Address table. Thelast entry in the Port drop-down
listis“All” ports. Thisis used with multicast address entries when the
Virtual LAN function is enabled. By assigning a multicast addressto “All”
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ports, these unknown destination frames will be forwarded to all portsin
the specified virtual LAN, instead of being filtered.

To save your entries and leave this screen, click EXIT.

When the Routing Address screen shown earlier re-appears, you can
remove a static routing address by highlighting its entry and clicking
DELETE.

To save the configuration, click SET.

Trap Management

To manage a network properly, you must regularly monitor the status of the
network. Traps are a method to monitor significant events that happenin a
managed device. For example, atrap might record an operational error,
topology change, or afunction modification that requires attention.

Traps should be sent to a network manager’ s station or management
console. The Trap Management option lets you enter the destination
addresses of the network managers. Different trap levels can also be set to
determine which events are reported. For trap definitions, see Appendix E
inPart 1.
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When you select Trap Management from the Options menu, the following
screen appears:

Trap Management::168.168.16.4 m

Trap Lewel (Lewvel 1-7)

Trap Destination: EXIT

No IP Address MAC Address Community Attribute
1 |168.168.6.36 00-AD-AE-00-60-8E | core Dynamic M
2 |168.168.111.201 00-AD-AE-00-5E-EB core Dynamic M
3 [168.168.111.202 00-AD-AE-01-01-2D| public Dynamic M
4 |168.168.6.2 00-AD-AE-00-47-E4 | public Dynamic M
5 |168.168.200.45 00-AD-AE-00-80-CB public Dynamic M
6 |168.168.111.203 00-AD-AE-00-39-5F | public Dynamic M
{ |168.168.200.40 00-AD-AE-01-12-E5|public Dynamic M
8 |168.168.12.24 00-A0-AE-01-00-C7|public Dynamic -
9 10.0.0.0 00-00-00-00-00-00 Dynamic M
10{0.0.0.0 00-00-00-00-00-00 Dynamic M

Itemsin this screen are described in the following paragraphs.

Trap Level: Toset atrap level, click on thetrap level slider and drag it
until the desired trap level (1-7) appears. Only trap definitions with alevel
equal to or less than the set level are sent to the management console.

No.: You can specify up to 10 destinations for sending traps.

IP Address. Specify atrap destination address by typing in the individual
IP address

MAC Address: Thisisaview-only field that shows the MAC address of
the management console.

Community: Enter the community name to use with this management
console.

Attribute: Usethisfield to specify whether the specific | P address of this
management console is to be permanently saved in the FE-DS12 and FE-
DS12TF Switches EEPROM. A permanent memory setting keepsthe IP
address and community name associated with this management consolein
memory until it you changeit. The benefit of thisisthat other management
consoles do not need to keep atopology map open, with this switch
defined, just to receive traps from the switch. A dynamic memory setting
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does not prevent your management console from receiving traps if all other
trap destination entries are used. Active management consoles polling this
switch are automatically registered as a dynamic entry.

After the IP trap level and destination entries are defined, click SET to save
the new settings.

Resetting the FE-DS12 and FE-DS12TF Switches

If an abnormal operating condition occurs, you may need to reset the
switch. You can reset the switch by doing awarm start or afactory reset.
Use the Fault menu for either.

Warm Start

Before resetting the system make sure that no connections are active on
switch. To reset the switch:

1. Select Warm Start from the Fault menu. A confirmation message
appesars.

FE-DS12TF %)
@ Are you sure to do warrm start ?

Mo |

2. Onceyou click Yes, the warm start cannot be canceled, so make sure
you are ready before clicking Yes. To cancel the warm start, click No.
When you click Y es, awarning message appears.
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& 10 seconds later, device will warm start again.

3. Click OK. Warm start proceeds and is completed when the Event#
view-only field in the status bar at the bottom of the screenis
incremented.

Factory Reset

When customizing your switch settings, it is possible to unintentionally
produce a combination of settings that prevents your network from
operating properly. If this appearsto be the case, you may need to restore
the NuSwitch settings to the factory defaults. Doing a Factory Reset
restores the factory default settings.

NOTE: A factory reset also resets the switch's IP address. For
directions on establishing the switch's default IP address, see the
directions for IP Addresses in the section titled Configuring the FE-
DS12 and FE-DS12TF Switches eralier in this chapter.

For alist of the factory default settings, see Chapter 1 in Part 1 of this
user'sguide. To perform afactory reset:

1. Select Factory Reset from the Fault menu. The following confirmation
message appears:

FE-DS12TF E2
@ Rewvert to factony defaults ?

Mo |
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2. Onceyou click Yes, the factory reset cannot be canceled, so make sure
you are ready before clicking Yes. To cancel the factory reset, click
No. When you click Y es, awarning message appears.

& 10 secands later, device configuration will revert ta factary defaults.

3. Click OK to begin restoring the factory default settings
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5
Remote Managing with RMON

This chapter tells you how to use the RMON Manager function available
with the FE-DS12 and FE-DS12TF Switches.

Accessing the RMON Manager
Y ou can access the RMON Manager using either of these methods:

" Through the management module for FE-DS12 or FE-DS12TF Switches,
as described in this section. The management module is on a diskette
that is shipped with FE-DS12 and FE-DS12TF Switches. (For
installation instructions, see Chapter 2 in Part 2 of this guide.)

" Through the NuSight Network Management System for NuSwitch FE-
Series Products (the NuSight platform). The NuSight platformis
available from NPI. It must be purchased and installed separately at a
management console. If you have the NuSight platform installed, see the
NuSght 2.0 Network Management System for NuSwitch FE-Series
Products User’ s Guide for more information.
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To access the RMON Manager:
1. Select RMON Manager from the Options menu in the device window.

= FE-DS12TF : 168.168.1

Performance  Configuration =i Eault
Wirtual LAM...
Power Link....
Fort Manitar. ..
Routing Address. .
Trap Management...

Help

WM | PRL | PMO

2. The RMON Startup screen displays. Use the various menus, tools, and
status information in the RMON Manager Startup screen for
management. The RMON Manager has five main areas, shown in the

following figure.
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IP Address 165.168.016.002 Basic
Description MuSwitch FE-D'S1 2FE-DS1 2TF, wer 1.00.35. Information
System MName MuSwitch FE-DS12
Location
Contact MPI Technical Support
Fieady 7
Status Bar

Figure3. The RMON Manager Startup Screen Description

The Caption Bar contains the screen title and the IP address
(168.168.016.002 in Figure 3) for the connected device.

The Menu Bar shows the names of menus for monitoring and managing
the FE-DS12 and FE-DS12TF Switches.

The Statistics menu lets you configure real-time performance statistics
counters and view performance statistics and analyses in text form or graph
form.

The History menu lets you view recorded performance history in text form
or graph form.

The Alarm & Event menu lets you configure event notification and alarm
triggering based on performance thresholds that you can define. It also lets
you view an event log.
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The Help menu gives you information about the current RMON Manager
version (About). It also letsyou view this guide on-line.

Tool Bar icons give you access to the management functions. Clicking on
anicon in the tool bar is the fastest way to access a management function.

Colored I cons... Black-and-whiteicons...
i@“l Ethernet Statistics Configure Ethernet History
Statistics

Ethernet History Rate
Andysis

B Ethermet Statistics

Ethernet History
Destination Analysis

Ethernet Rate Analysis

=] Ethernet Destination Analysis @] Ethernet History Errors
Andysis
@ Ethernet Packet Size Analysis E?r%r;itrghstory Control

| @l Ethernet Errors Analysis

Ethernet Event Setup

Ethernet Alarm Setup
gl Ethernet View Event Log

Basic Information displays five items associated with the device being
monitored: 1P Address, Description, System Name, Location, and Contact.

The Status Bar shows the current operating status of the RMON Manager.

Many of the statistics and history screens have the same buttons that let you
view an entry. Because most of these buttons can be used in the same way
in all of these screens, they are explained once in the following table.
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Table2. Buttons Common to Statisticsand History Screens

Button Description

_ Shows the Index of the currently selected entry.
Data Source: ifindex.3

_ 1 Shows the owner of the currently selected entry.
Crmer: manitor

Shows the number of samples requested for the currently

Samples: 30 selected entry (History screens only).
_ In Statistics screens, clicking on this button lets you
interval: 1500 change the interval over which the datais sampled. This

interval can be set between 1 and 3600 seconds. The
Statistics screens default is 10 seconds. In History screens,
thisisaview-only field that shows the interval set for the
currently selected entry. The History screens default is
1800 seconds.

In aHistory screen, clicking on this button updates the

Update: 14:25:42 current History screen.

Checking Ethernet Statistics

The Statistics menu lets you check Ethernet statistics collected by the
RMON Manager about each interface monitored by the RMON agent in the
FE-DS12 and FE-DS12TF Switches. Y ou can use these statistics to detect
changes in traffic and error patternsin critical areas of your network, and
view various analyses of Ethernet activity in the network.

The Ethernet Statistics group contains statistics measured by the agent for
each monitored interface on the device. Y ou can create an Ethernet
Statistics entry for a specific interface.
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Creating a Statistics Entry

The Configure option on the Statistics menu is used to add, modify or
delete a statistics entry. There are two ways to access the Configure option.
Select it from the Statistics menu or click CONFIG on the other five
Statistics screens: Ethernet Statistics, Ethernet Rate Analysis, Ethernet
Destination Analysis, Ethernet Packet Size Analysis, or Ethernet Errors
Anaysis.

When you select Configure or click CONFI G, the following screen
appears:

RMON Ethernet Statistics Configure - 168.168.016.003 |

[Data Source

iflndex 1 manitar

1
2 2 iflndex 2 monitar Walicd
3 3 iflndex 3 manitar Walid
4 4 iflndex 4 monitar Walicd
5 5
<l

iflndex 5 manitar alid v|
[

[#=]] {ADD: 3% MODIFY | | (] DELETE EXIT

This screen shows information about the source of the data that thisentry is
configured to analyze, the name for the creator, and the operating status of
an identified entry. Itemsin this screen are described in the following
paragraphs.

Index: A number that uniquely identifies this statistics entry among the
various statistics entries configured.

Data Sour ce: This parameter indicates the source of the data that this
statistics entry is configured to analyze. This source can be any interface
on the connected device. The default parameter isiflndex.n, wheren
represents the identical interface. Inthe FE-DS12 Switch, for example,
ifIndex.6 in the table indicates port 6 on the switch.
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Owner: The entity that configured this entry and is therefore using the
resources assigned to it.

Status: If the statusis Valid, the entry is currently operating successfully
as configured. If the statusis Under Creation, the RMON Manager has not
yet been able to add the new entry, and will delete the entry request without
further notice. To prevent this, delete any entry whose status is Under
Creation then re-createit.

To create anew entry, click ADD. When the Add RMON Ethernet
Statistics Entry dialog box displays, select the data source, enter an owner
name, then click OK.

To change the owner in an existing entry, select the entry from the table,
then click MODIFY. When the Modify RMON Ethernet Statistics Entry
dialog box displays, enter the new owner name, then click OK.

To delete an entry, select it, then click DELETE. When a message
displays asking if you really want to delete this entry, click Yes.

When you are finished adding, modifying, or deleting entries in this screen,
click EXIT to save the information and |eave this screen.

Viewing Statistics

The Statistics menu has five options, which let you view Ethernet statistics
in both text and graph form. When you access one of these options, the
Select RMON Ethernet Statistics Entry screen appears.

Select RMOMN Ethernet Statistics Entry - 168.168.016.003

Data Source

1 1 iflmclex A monitar
2 2 iflndex 2 manitor alid
3 3 iflncdes 2 monitor Y alid
4 4 iflndex .4 manitar alid ﬂ [II(
[ 5 iflndex 5 manitor W alid
[

iflndex & manitar Y alicd _'l_l E.AHEE[
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The Ethernet Statistics option lets you view real-time information about
traffic through the switch. The Ethernet Rate Analysis, Ethernet
Destination Analysis, Ethernet Packet Size Analysis, and Ethernet Errors
Anaysis show graphical views of the information in the Ethernet Statistics
table.

When you select Ethernet Statistics, select an entry, and click OK, the
following screen appears.

AMON Ethemnet Statistics Counter Statistics - H”W|m||@ “E |@ | B |E
Ry Peak Average Total
Oictets 21870 275 2175 7156515534
Packets 132 13 13 2935457
Broadcast Packets |32 3 3 204510
Multicast Packets 19 1 1 33327
CRC Alignment Errars |0 ] 0 594
Underzize Packetz |0 0 0 0
Oversize Packets ] 1] 1] ]
Fragments n 1] 1] 1510
Jabhers 0 0 0 3
Collizions 0 0 ] 22029
B4 Octets 32 3 3 167693
B5 10 127 Octets 23 2 2 108407
125 to 255 Cctetz ar 3 3 13245893
256 to 511 Octets 20 1 1 123530957
312101023 Octets ] 0 0 19906
1024 to 1515 Octetz |0 n 0 31956
Drop Events ] a 1] 12
AL =
Data Source: ifindesx 9 Crwiyriet: manitar Interyal: 10 | ‘
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The counters displayed in the RMON Ethernet Statistics Counter Statistics
screen show statistics for the selected entry.

Itemsin this screen are described in the following paragraphs.
Octets: Number of received octets of data (including those in bad packets.)

Packets: Number of received packets, including bad packets, broadcast
packets, and multicast packets.

Broadcast Packets: Number of good broadcast packets received.
Multicast Packets: Number of good multicast packets received.

CRC Alignment Errors: Number of packets received of the proper size
(between 64 and 1,518 octets) but with either a CRC error or an alignment
error (not an integral number of octets).

Under size Packets: Number of packets received that were well formed but
less than 64 octets long.

Over size Packets: Number of packets received that were well formed but
greater than 1,518 octets long.

Fragments: Number of packets received that were less than 64 octets long
and with either a CRC error or an alignment error (not an integral number
of octets).

Jabbers: Number of packets received that were greater than 1,518 octets
long and with either a CRC error or an alignment error (not an integral
number of octets).

Collisions; The best estimate of the total number of collisions.

64 Octets. Number of packets (including bad packets) received that were
64 octetsin length.

65 to 127 Octets: Number of packets (including bad packets) received that
were between 65 to 127octets in length.

128 to 255 Octets: Number of packets (including bad packets) received
that were between 128 to 255 octets in length.

256 to 511 Octets: Number of packets (including bad packets) received
that were between 256 to 511 octets in length.
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512 to 1023 Octets. Number of packets (including bad packets) received
that were between 512 to 1023 octetsin length.

1024 to 1518 Octets: Number of packets (including bad packets) received
that were between 1024 to 1518 octetsin length.

Drop Events. Number of eventsin which packets were dropped by the
monitor dueto lack of resources. Thisis not necessarily the actual count of
packets dropped, but the number of times this condition has been detected.

When you select Ethernet Rate Analysis, select an entry, and click OK,
the following screen appears.

RMOMN Ethernet Statistics Rate Analysis - 168.168.016.002 - ifindex.6 - monitor - 6

Packets/Sec: 12 Kilo Octets/Sec: .36

di 41 4z 43 44 45 di AT 4% 49 G0 51 5z 5 5d 5§ G 57 53 54 &0 dii d1 dz 4% dd d5 d& 4T A 4% G0 51 5 53 Gd 55 B& G7 53 54 &

O ErrorsSec: 0 WHilization(%): 0.02
- Collisions/Sec: 0

40 41 4z 42 44 45 46 A7 48 49 G0 51 52 5 54 E5 G 5Y 53 G4 &0 di di d2 4% dd d5 4k d7 d3 49 50 51 5@ §F 5d 55 5& 5T 53 59 k0

Data Source: iflndex & 2evner: monitar Jlnterval1

Itemsin this screen are described in the following paragraphs.

Packets/Sec: The average number of packets received per second over the
interval.
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Kilo Octetg/Sec: The average number of kilo octets received per second
over theinterval.

Errorsg/Sec: The average number of errors per second over the interval.

Coallisiong/Sec: The average number of collisions that occurred per second
over theinterval.

Utilization: Indicates the percentage of packets that are transmitted and
received compared to overall bandwidth.

When you select Ethernet Destination Analysis from the Statistics menu,
the following screen appears:

RMOM Ethernet Statistics Destination Analysis - 168.168.016.002 - ifindex.6 - monitor - 6

Packets/zsecond

1
!
_____ - - '
! [ unicast: 17
Il Mutticast: 0

Current Distribution{%u) Cumulative Distribution(%a)
100
20
0 O] g474 O srar
W oo W 4s3

# B s B =520
20

LE = =

o1 2 2 45 £ 7 & 4 10142 A 44154647 15 14 i

Data Source: ifindex 6 Owyner: monitar I Interval : 1 ||

Items in this screen are described in the following paragraphs.
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Packets/second: The average number of packets forwarded to three types
of destination, including Unicast, Multicast, and Broadcast.

Current Distribution(%): The percentages of the Unicast, Multicast, and
Broadcast for each interval.

Cumulative Distribution(%): The percentages of the Unicast, Multicast,
and Broadcast accumulated from the time you first monitored this entry.

When you select Ethernet Packet Size Analysis from the Statistics menu,
the following screen appears:

ARMOM Ethernet Statistics Size Analypziz - 168.168.016.002 - ifindex.b - monitor - 6

Packets/second

64 octets: 10
B5~127 octets: 3
128~255 octets: 3
256~511 octets: O
512~1023 octets: O
1024~1515 octets: 0 ¢

EOCEEO

Current Distribution(%a) Cumulative Distribution(%)

O sz227 [ sz
W =7 M 15
B =500 W 2355
O o000 [ a97
C] o000 O ooo
M oo BE ooo

o1 2 45 6 7 2 9101112121415 1617 1219 20

Diata Source: iflndex 6 Crner: monitor I Interyal - 1 ||

Itemsin this screen are described in the following paragraphs.

Packets/second: The average number of packets per second over the
interval. There are six kinds of octets in the bar chart, including 64, 65-
127, 128-255, 256-511, 512-1023, 1024-1518 octets.
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Current Distribution(%): The percentages of six kinds of octets over the

interval.

Cumulative Distribution(%): The percentages of six types of octets
accumulated from the time you first monitored this entry.

When you select Ethernet Errors Analysis from the Statistics menu, the
following screen appears:

RMON Ethernet Statistics Errors Analpsis - 168.168.016.002 - ifindex.6 - monitor - 6

Packets/second
e | | ' ' | ' ' | | O :
I R B e LT Good Packets: 14
O Il CRC Alignment Errors: 0
4n q
R S S R S R N B Undersize Packets: 0
£ X | 0 S . . | | [ oOwversize Packets: 0
wiff -t T i [0 Fragments: 0
LT | - Tk | v e (At || i B Jakbers: 0
0 18 1 1§
5 13 T £ 9 10 " 1z 1z 14 15
Current Distribution(®a) Cumulative Distribution(a)
Rl
" 0 10000 ] 10000
W oo M oo
o Il coo Il ooo
@ O ooo O oao
0 ooo O oao
e E oo M ocao
n
o1 45 6 T & 9101141518 AT 119 20
Data Source: iflndex 6 OvniEr: monitar I Irterval : 1

Itemsin this screen are described in the following paragraphs.

Packets/second: The average of five types of errors per second over the
interval, including CRC Alignment Errors, Undersize Packets, Oversize of
Packets, Fragments, and Jabbers.
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Current Distribution(%): The average percentages of five types of errors
over theinterval.

Cumulative Distribution(%): The percentages of five types of errors
accumulated from the time you first monitored this entry.
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Checking Ethernet History

The History operation in the RMON Manager records periodic statistical
sampling of data from the network. Y ou can use these samplings to
analyze traffic patterns, track trends on a LAN segment, then establish
baseline information representing normal parameters.

Creating an Ethernet History Entry

Use the Ethernet History Control Configure option on the History menu to
add, modify, or delete a history entry. There are two methods of accessing
the Ethernet History Control configure option:

" Select Ethernet History Control Configure from the History menu.

" Click CONFIG on the other four History screens. Ethernet History
Statistics, Ethernet History Rate Analysis, Ethernet History Destination
Analysis, and Ethernet History Errors anaysis.

In either method, the following screen appears:

AMON Ethemnet History Control Configure - 168.168.016.003

Data Source Intetwal Request Samples | Granted Samples

1 1 iflndex 1 manitar

2 2 iflnden 2 monitor 1800 =] =0
3 3 iflndex 3 manitor 1800 a0 a0
4 4 iflndex .4 manitar 1800 =0 =0
5 5 iflndex 5 manitar 1800 a0 a0

ﬂj R iflcley manitar L an an ;|;|
E] ADD EXIT

Itemsin this screen are described in the following paragraphs.

Index: A number that uniquely identifies this statistics entry among the
various statistics entries configured.
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Data Sour ce: This parameter indicates the source of the data that this
statistics entry is configured to analyze. This source can be any interface
on the connected device. The default parameter isiflndex.n, wheren
represents the identical interface. In the FE-DS12 Switch, for example,
ifindex.6 in the table indicates port 6.

Owner: The entity that configured this entry and is therefore using the
resources assigned to it.

Interval: Theinterval, from 1-3600 seconds, between samplings of data.
Aninterval of 1800, for example, means that datais sampled every 1800
seconds (30 minutes). The default interval is 1800 seconds.

Request Samples: The requested number of discrete time intervals over
which dataisto be saved. When this parameter is modified, the RMON
agent sets the number of samplings as close to the requested value as
possible.

Granted Samples: The actual number of discrete sampling intervals over
which dataisto be saved. When the number of samplings reaches the
value of the Granted Samples parameter, sampling stops. |f you want to
delete the oldest samplings so that new samplings can be added, use the
Update button in the RMON Ethernet History Counter Statistics screen for
this entry (described later in this chapter).

Status: If the statusis Valid, the entry is currently operating successfully
as configured. If the statusis Under Creation, the RMON Manager has not
yet been able to add the new entry, and will delete the entry request without
further notice. To prevent this, delete any entry whose status is Under
Creation then re-create it.

To add, change, or delete a parameter in this screen, click ADD, MODIFY,
or DELETE as applicable.

To save the information in this screen and leave the screen, click EXIT.
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Viewing History Statistics and Analyses

There are four Ethernet history options, which let you view history in both
text and graph form:

" The Ethernet History Statistics option shows recorded information about
traffic through the switch.

" The Ethernet History Rate Analysis, Ethernet History Destination
Analysis, and Ethernet History Errors Analysis options show graphical
views of information in the Ethernet history table.

When you choose any of these options, the Select RMON Ethernet History
Control Entry screen appears.

Select RMON Ethernet History Control Entry - 168.168.016.003

Data Source Irterval
1 1 iflncle.1 manitar
2 2 iflndex.2 monitor 1500 50 50
3 3 iflndex.3 monitor 1500 50 50
4 4 iflmcless 4 maonitar 1800 =] =0
5 = iflndex 5 monitor 1800 =] =0
-
Ll;l o P PR P - rnLrl

To change a setting, create ahistory entry, or delete a history entry, click
CONFIG. The RMON Ethernet History Control Config screen appears as
shown earlier under Creating an Ethernet History Entry.

To create a new entry, click ADD. Thefollowing screen appears:

Add BMON Ethernet History Control Entry - 168.168.016.0... E3

Diats Source; I iflndex.1 =l

et I EAHI:EI.

[1-3600 seconds)

Irterval: Im
I—

Request Samples: 50
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Configure the new entry as described earlier under Creating an Ethernet
History Entry.

To change the owner or number of requested samples for an existing entry,
click MODIFY. The following screen appears.

Modify RMON Ethemet History Control Entry - 168.168.01._. |

Diata SOUrCE: i =

I iflnclex 1 =
e I monitar EAHI:EI.
Interyal: 1800 =

[1-3600 seconds)

il

Reguest Samples: 50

Change the owner name or the Requested Samples number as described
earlier under Creating an Ethernet History Entry.

To delete an entry, select it from the displayed table, then click DELETE.
When a message displays asking if you really want to delete this entry,

click Yes.
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When you access the Ethernet History Statistics option, select the entry you
created, then click OK. The following screen appears:

RMOM Ethernet History Counter Statistics - 168.168.016.002 - ifindex.3 - monitor - 3

Ltilizatia il

Start Time Octets Packets Eroadcast Multicast
09/251997 14:58:36 |0 a 1} 0 0.00
09/251 997 152838 | 953960 5122 3592 140 0.00
09/25M997 15:58:38 | 9732041 104510 35709 1080 0.04
09/251997 16:28:38 | 4914335 40420 a1 1213 0.0z
09/251 997 16:58:38 | 4680577 40338 29070 1078 0.0z
09/25M997 172638 | 4304654 212 29430 1182 oo
09/2511997 17:58:38 | 4977923 20851 40793 1138 0.0z
025M 997 15:28:38 | 9526182 116765 30262 1111 0.04
09/251997 18:568:38 | 4922031 44559 29234 2754 0.0z
09/251 997 19:28:38 | 4769660 44129 27607 2738 0.0z
09/251997 195838 | 4756192 44193 27722 2726 0.0z
09/251997 20:28:38 | 4562506 42723 2E257 2728 0.0z
09/251 997 20:58:38 | 4923716 42519 26129 273 0.0z
09/251997 21:28:38 |4531836 42536 26195 27 0.0z

LI_I pyvv— Py v, P P
Data Source: iflndex.3 Oyyner: monitor Samples: 50 Irteryal: 1500 |

o

The counters displayed in this screen show history statistics for the selected

entry.

Items in this screen are described in the following paragraphs.

Start Time: The start of the interval over which this sample was measured.

Octets
Packets

Broadcast Same as for Checking Ethernet Satistics

Multicast
Utilization

Remote Managing with RMON
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Drop Events

CRC Align Errors

Undersize
Oversize
Fragments
Jabbers
Collisions

Same as for Checking Ethernet Satistics

If you want to delete the oldest samplings of this statistics entry so that new
samplings can be added, click Update. This screen then displays the latest
samplesin the amount shown in the Samples button. This Update optionis
especially useful when asampling interval is very short and the table

changes frequently.

When you select Ethernet History Rate Analysis, select an entry, then
click OK, the following screen appears:

RMON Ethernet History Rate Analysis - 168.168.016.003 - ifindex.1 - Joyce - 31898

Packets/Sec: 1604.33 Kilo Octets/Sec: 1254.99

500
[
500

01 & 45 &

T & @ 1011 12 13 14 15 16 17 13 19 20 001 B T o4 B & T & 9 101112 12 14 1516 17 15 19 20

|
|

Errors/Sec: 2.33 WHilization(%): 10

Collisions/Sec: 2.33

20

15

10

5

o
001 B T o4 B & T & & 1011 12 13 14 15 16 17 12 19 20

001 B 3 o4 B & T & & 1011 12 12 14 15 16 17 18 19 20

‘ Data Source: ifindex.1

Owvner: Joyce Samples: 50 Interyal: 3 ‘ Update: 11:19:23 |

Items in this screen are described in the following paragraphs.
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Packets/Sec: Indicates the average number of packets received per second

over theinterval.

Kilo Octets/Sec: The average number of kilo octets received per second

over theinterval.

Errors/Sec: The average number of errors occurred over the interval.

Collisiong/Sec: The average
theinterval.

number of collisions occurred per second over

Utilization(%): The percentage of packets transmitted and received
compared to the overall bandwidth over the interval.

When you select Ethernet H
SCreen appears:

istory Destination Analysis, the following

ARMOM Ethernet History Destination Analysiz - 168.168.016.003 - ifindex.1 - Joyce - 31898

Packets/second

0

1500

10

Sl

Unicast: 1:397.3
Mutticast: 0.00
Broadeast: 0.0

Current Distribution(%}

Cumulative Distribution(%:)

an
& ] 1o0.00 O 10000
Hl oo Ml oo
- B ooo B ooo
zn
o
01 2 2456 7 2 910111212 141516 17 12 19 20
Data Source: iflindex 1 Crvevner: Joyce Samples: 50 Interval: 5 Update: 11:26:05
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Itemsin this screen are described in the following paragraphs.

Packets/second: The average number of packets forwarded to three types
of destination, including Unicast, Multicast, and Broadcast over the
specified interval (the default is 10 seconds).

Current Distribution(%): The percentage of the Unicast, Multicast, and

Broadcast for each interval.

Cumulative Distribution(%): The percentage of the Unicast, Multicast,
and Broadcast accumulated from the time you first monitored this entry.

When you select Ethernet History Errors Analysis, the following screen

appears:

RMON Ethernet History Errors Analysiz - 168.168.016.003 - ifindex.1 - Joyce

Packets/second

100

kL

L

a0

' ' ] Good Packets: 1594 57
o Tyttt B cRC Alignment Errars: 0.0
o o] B Undersize Packets: 0.00
' ' [ owersize Packets: 0.00
- [ SR [] Fragments: 067
o B Jabbers: 0.00
o 1 3 d 5 [ T & 4 10
Current Distribution(%) Cumulative Distribution(%:)
[ a994| ] 9990
|| M o000 |
H Wl o000 |
] O o000 |
= ] a40 |
| [

i

[

L e EE- - 30T - S S

T o 4 A0 AT AZ A AE 16 1T 15 19 20

Diata Source: ifincex.1

Ownier: Joyce

Samples: 50

Interyal 3 Upchate: 11:21:35
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Packets/second: The average of five types of errors per second over the
interval, including CRC Alignment Errors, Undersize Packets, Oversize of
Packets, Fragments, and Jabbers.

Current Distribution(%): The average scale of five types of errors over
theinterval.

Cumulative Distribution(%): The percentage of five types of errors
accumulated from the time you first monitored this entry.

Checking Alarms and Events

Before you can check alarms and events, you must configure more than one
event entry that can trigger an alarm. This entails setting thresholds.

The alarm operation periodically takes statistical samples from the RMON
agent and compares them to thresholds that have been set.  Through the
Event Setup option, the alarm operation can trigger action responses (Event
Log entries and/or SNMP traps) through the event operation.

Configuring an Event Entry

Use the Event Configure option in the Alarm & Event menu to add,
modify, or delete an event entry.

When you select Event Configure, the following screen appears:

RMOM Event Configure
EventID | Owrer Type Status Community | Description ﬂ ADD I
1 74 ext SHNMP Trap Walid public test
2 a0 Alex Log Walid hella General warnning E CIDLRY
3 a15 Dennis SHMP Trap Walid hella General warnning ﬂDElETEI
4 ayce Log and Trap public Metwaork. performa
BA EXIm
5
B
7
8 -
I o
| Ewvent Number = 4
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Itemsin this screen are described in the following paragraphs.
Event ID: Aninteger that uniquely identifies a specific event entry.

Owner: The entity that configured this entry and is therefore using the
resources assigned to it.

Type: The action you want the RMON Manager to take when an RMON
variable crosses a threshold, including None, Log, SNMP Trap, or Log and
SNMP Trap. (Inalog action, an entry is made in the View Log option for
each event entry. Inan SNMP Trap action, an SNMP trap is sent to one or
more management consoles for each event.)

Status: If the statusis Valid, the entry is currently operating successfully
as configured. If the statusis Under Creation, the RMON Manager has not
yet been able to add the new entry, and will delete the entry request without
further notice. To prevent this, delete any entry whose status is Under
Creation then re-creste it.

Community: The community of management consoles to receive the trap
if an SNMP trap isto be sent.

Description: Allows you to describe the event entry you created. From
the Description list, select the desired description.
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To configure an event entry, click ADD. The following screen appears.

]|

RMON Add Event
Walue
Ewent |D 211
Owirer
Type Log and Trap -
Dezcription General warnning -
Comnnnunity public
Status Walid

EJ 0k Eflcance

The Event ID, Owner, Type, Description, Community, and Status fields are
the same as just described for the RMON Event Configure screen.

To save the settings and add the event, click OK.

To change or delete an existing event entry from the RMON Event

Configure screen, click MODIFY or DELETE.
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Configuring an Alarm

RMOM Alarm Configure E
Alarms

Alarm 1D Yariable Start Alarm

1 227 Jopce t:Broadcast Delta Rising Alarm

2 734 est etherStatsPkts. 10 | Delta Rizing &larm 5

3 1142 Alex etherStatsUndersize| Delta Falling &larm B0

4 1465 Dennis etherStatsCRCAlignl Absalute | Rising ar Falling Alar| 60 —

c EXIT
g

7

a

9 o
ET »

Events

Ewent D Ovarer Type Status Carmmunity

Fizing Ewvent 90 Hilex Log Walid hella

Falling Ewent 74 est SMP Trap " alid public:
<L 3

| Alarm Mumber = 4 |

Use the Alarm Configure option to set thresholds for network performance.
For example, an alarm could be generated if there are more than 500 CRC
errors (the threshold) in any 5-minute period (the interval).

There are two tablesin the Alarm Configure option: Alarms and Events.
The upper table is Alarms, which shows you information about the alarm
entry. You can add, modify, or delete the dlarm entry. The lower tableis
Events, which shows you information about the event that you have
specified for the alarm entry.
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To create an alarm entry, click ADD. The following screen appears:

RMON Add Alarm |
Yalue
Alarm D 1515
Owirer
W ariable etherStatzBroadcastPkis1 -
Sample Tupe Delta -
Skart Alarm Rizing Alarm -
Interval [Seconds) 3 =
Rizitg Event (D 0 [none] .
Riging Threshold 0 =
Falling Event 1D 0 [nane| -
Falling Threshold 0 =
Status alid
ESl cANCE

Items in this screen are described in the following paragraphs.
Alarm ID: Aninteger that uniquely identifies a specific darm entry.

Owner: The entity that configured this entry and is therefore using the
resources assigned to it.

Variable: The particular variable (an object identifier in the RMON MIB)
to be sampled. Select the desired Variable from the list (as shown in the
preceding screen. Suppose, for example, that you want to create an alarm
for detecting the CRC alignment errorsin port 2 on the FE-DS12 Switch.
Y ou would:

1. Select the variable “etherStatsCRCAlignErrors.1”.

2. Click 1 and type 2. The variable then reads
“etherStatsCRCAlignErrors.2.”

Instead of choosing the variable from the Variable list, you can typeit in
the Variablefield. To do this, position the mouse cursor in the Variable
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field then click. The current variable is highlighted and the cursor changes
to an I-beam. Type any MIB variable that is an integer, a counter, a gauge,
or atimetick. Press Return when you are finished typing.

A counter example isthe total number of bytes received through a port.
A gauge example is the number of output packetsin g queue.

A timetick exampleis the time since an object entered its current state in
hundredths of a second.

Sample Type: The method for calculating the value to be compared to the
thresholds. Absolute means the value of the selected variable is be
compared directly with the thresholds. Delta means the value of the
selected variable at the last sampleis subtracted from the current value, and
the difference is compared to the thresholds.

Start Alarm: Indicates whether an alarm will be generated if the latest
sampleis greater than or equal to the Rising Threshold, less than or equal
to the Falling Threshold, or both.

Interval (Seconds): Theinterval in seconds over which datais sampled
and compared with the rising and falling thresholds. The interval must be
an integer greater than 0. The default is 60 seconds.

Rising Event 1D: Theindex of the event entry that is used when the rising
threshold is crossed. If you want to generate an event when the Rising
Threshold is crossed, select the desired event from the Rising Event 1D
list.

Rising Threshold: The rising threshold for the sampled statistics.

Falling Event I D: Theindex of the event entry that is used when the
falling threshold is crossed. If you want to generate an event when the
Falling Threshold is crossed, select the desired event from the Falling
Event ID list.

Falling Threshold: The falling threshold for the sampled statistic.

Status. If the statusis Valid, the entry is currently operating successfully
as configured. If the statusis Under Creation, the RMON Manager has not
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yet been able to add the new entry, and will delete the entry request without
further notice. To prevent this, delete any entry whose status is Under
Creation then re-creste it.

To change an existing alarm entry or its threshold setting:

1. Select the desired entry from the RMON Alarm Configure screen.

2. Click MODIFY. The RMON Modify Alarm screen appears,
containing all the same parameters asthe RMON Add Alarm screen.

3. Change the desired parameters in the same manner as for adding an
alarm, described earlier.

4. When changes are completed, click OK to save them and return to the
RMON Alarm Configure screen.

To delete an existing entry, select it in the RMON Alarm Configure screen,
then click DELETE.

Viewing Event Log Entries

Y ou can view log entries through the View Log Engries option in the
Alarm & Event menu. The Event Log records al events that have been
specified to be logged. When you select this option, the following screen
appears:

Remote Managing with RMON 5-29



RMOHN View Log Entries

Ewents
Ewent D Owner Last Time Send Type Status ﬂ

1 i est 1041441997 10:56:4E | SMMP Trap Walid

2 1] Alew 1040941997 17:14:31 | Log Walid

3 215 Dennig 1041441397 10:36:34 | SKAP Trap Walid

4 Jopce 101441 4 Logand Trap

5

; of
KN :
Log Entries

LogID Time Dezcrption -

1 1 104141997 10:38:34 | 1.3.6.1.21.16.1.1.1.9.1 [delta = 0, Falling Threghold =3ﬂj
2

3

4

5

E

? o
4 b

Ewvent D = 1434, Log Humber =1

There are two tables: Events and Log Entries. The Events table shows you
the index of the event entries you have created. When you select a specific
event entry from this table, the Log Entries table shows you the history of

the logged entries associated with the event.

5

5-30

Remote Managing with RMON



Index

A

Access control. See manager privilege option
Active in Port Monitor, 4-27

Aging Time in Routing Address, 4-29

Alarm ID in Add Alarm, 5-27

Alignment Errorsin Port Statitistics, 4-10
Attribute in Trap Management, 4-33
Auto-Negotiation in Port Configuration, 4-22
Auto-Setting in Power Link, 4-25

average count statistics, 4-3

B

Bad Framesin Unit Statistics, 4-5

Bad Frames/ secin Unit Analysis, 4-7

Block on Link in Spanning Tree, 4-20

Broadcast in Ethernet History Counter
Statistics, 5-19

Broadcast Packets in Ethernet Statistics
Counter Statistics, 5-9

C

Caption Bar description, 3-3
Caollisions
in Ethernet History Counter Statistics, 5-20
in Ethernet Statistics Counter Statistics, 5-9
in Port Statitistics, 4-10
in Unit Statistics, 4-5
Collisions/Sec in Ethernet History Rate
Analysis, 5-21
Collisions/Sec in Ethernet Statistics Counter
Statistics, 5-11
Community in Event Configure, 5-24
Community in Trap Management, 4-33
configuring
an adarm, 5-26
an event entry, 5-23

virtual LANSs, 4-23
Connection Status in Port Configuration, 4-22
Contact in System Configuration, 4-17
CRC Align Errorsin Ethernet History Counter
Statistics, 5-20
CRC Alignment Errorsin Ethernet Statistics
Counter Statistics, 5-9
CRC Errorsin Port Statitistics, 4-10
creating a statistics entry, 5-6
creating an Ethernet history entry, 5-15
Cumulative Distribution(%)
in Ethernet History Destination Analysis, 5-
22
in Ethernet History Errors Analysis, 5-23
in Ethernet Statistics Database Analysis, 5-
12
in Ethernet Statistics Error Analysis, 5-14
Current Count in Routing Address, 4-30
Current Distribution(%)
in Ethernet History Destination Analysis, 5-
22
in Ethernet History Errors Analysis, 5-23
in Ethernet Statistics Database Analysis, 5-
12
in Ethernet Statistics Error Analysis, 5-14
in Ethernet Statistics Size Analysis, 5-13

D

Data Source in Ethernet History Control
Configure, 5-16

Data Source in Ethernet Statistics Configure,
5-6

Date/Timein View Log, 4-8

Default Gateway in System Configuration, 4-
16

Description in Event Configure, 5-24

Description in System Configuration, 4-16

Designated Bridge in Spanning Tree, 4-20

Designated Cost in Spanning Tree, 4-20

Index-1



Designated Port in Spanning Tree, 4-20
Designated Root in Spanning Tree, 4-20
Disable in Port Configuration, 4-21
Discard Frames in Port Statitistics, 4-10
Discard Frames/sec in Port Analysis, 4-12
Domain 1, etc. in Port Configuration, 4-24
Drop Eventsin Ethernet History Counter
Statistics, 5-20
Drop Eventsin Ethernet Statistics Counter
Statistics, 5-10

E

EEPROM contents, resetting, 4-13

Enable Virtual LAN in Virtual LAN, 4-24

Entry No. in Routing Address, 4-30

Errorg/Sec in Ethernet History Rate Analysis,
5-21

Errors/Sec in Ethernet Statistics Counter
Statistics, 5-11

Event ID in Event Configure, 5-24

Event Log entry, adding or deleting, 5-24

Event Log Entry, changing, 5-25

F

factory reset, 4-35

Falling Event ID in Add Alarm, 5-28

Falling Threshold in Add Alarm, 5-28

flow control effects, 4-12

Flow Control in Port Configuration, 4-14, 4-
22

Forward Delay in Spanning Tree, 4-19

Fragmentsin Ethernet History Counter
Statistics, 5-20

Fragmentsin Ethernet Statistics Counter
Statistics, 5-9

Full Duplex in Port Configuration, 4-15, 4-22

Function Namein View Log, 4-8

G

Good Bytes (k)/sec in Unit Analysis, 4-7

Good Bytesin Unit Statistics, 4-4

Good Frames in Unit Statistics, 4-4

Good Frames/sec in Unit Analysis, 4-7

Granted Samplesin Ethernet History Control
Configure, 5-16

H

H/W Version in System Configuration, 4-16
Hello Timein Spanning Tree, 4-19

history entry, 5-17, 5-18

Hold Time in Spanning Tree, 4-19

in-band connection defined, 4-1
Index in Ethernet History Control Configure,
5-15
Index in Ethernet Statistics Configure, 5-6
Interval (Seconds) in Add Alarm, 5-28
Interval in Ethernet History Control
Configure, 5-16
IP address
of the switch, 3-2, 3-3
IP Address
in System Configuration, 4-15
in Trap Management, 4-33
inView Log, 4-8

J

Jabbersin Ethernet History Counter Statistics,
5-20

Jabbers in Ethernet Statistics Counter
Statigtics, 5-9

K

Kilo Octetd/Sec in Ethernet History Rate
Analysis, 5-21

Kilo Octets/Sec in Ethernet Statistics Counter
Statistics, 5-11
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L

Last Source Addressin Port Configuration, 4-
15
Link in Port Configuration, 4-14
Link State in Port Configuration, 4-22
Location in System Configuration, 4-17
Log or not
in Port Analysis, 4-12
in Port Statitistics, 4-9
in Unit Anaysis, 4-6
in Unit Statistics, 4-4
Long Framesin Port Statitistics, 4-10
Lost Framesin Port Statitistics, 4-10
Lost Frames/sec in Port Analysis, 4-12

M

MAC Address
in Spanning Tree, 4-19
in System Configuration, 4-16
in Trap Management, 4-33
MAC address of the switch, 3-3
Main Switch in Power Link, 4-25
management console, types supported, 1-1
manager privilege option, 4-1, 4-13
Max. Agein Spanning Tree, 4-19
Maximum Count in Routing Address, 4-30
menu descriptions, 3-3
Monitor Port in Port Monitor, 4-27
Multicast in Ethernet History Counter
Statistics, 5-19
Multicast Packets in Ethernet Statistics
Counter Statistics, 5-9

N

Name in Port Configuration, 4-14, 4-21
Namein System Configuration, 4-17

network management functions summary, 1-2
No. in Trap Management, 4-33

Number in Port Monitor, 4-27

O

Octetsin Ethernet History Counter Statistics,
5-19

Octetsin Ethernet Statistics Counter Statistics,
5-9

Operation in Routing Address, 4-30

out-of-band connection
defined, 4-1

Oversize in Ethernet History Counter
Statistics, 5-20

Oversize Packetsin Ethernet Statistics
Counter Statistics, 5-9

Owner
in Add Alarm, 5-27
in Ethernet History Control Configure, 5-16
in Ethernet Statistics Configure, 5-7
in Event Configure, 5-24

P

Packets in Ethernet History Counter Statistics,
5-19

Packets in Ethernet Statistics Counter
Statistics, 5-9

Packets/Sec in Ethernet History Rate Analysis,
5-21

Packets/Sec in Ethernet Statistics Counter
Statistics, 5-10

Packets/second
in Ethernet History Destination Analysis, 5-

22
in Ethernet History Errors Analysis, 5-23
in Ethernet Statistics Database Analysis, 5-
12

in Ethernet Statistics Error Analysis, 5-13
in Ethernet Statistics Size Analysis, 5-12

Partner Auto-Negotiation Capability in Port
Configuration, 4-22

Path Cost in Spanning Tree, 4-20

peak count statistics, 4-3

PMOQO in status bar, 3-5

Poll Timer
in Port Analysis, 4-11
in Port Statitistics, 4-9

(Poll Timer continued)
in Unit Analysis, 4-6
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in Unit Statistics, 4-4
polling, stopping or resuming, 4-5
Port Analysis, 4-11
port configuration, 4-20
Port in View Configuration, 4-14
port monitor configuration, 4-26
Port Number
in Port Configuration, 4-24
in Power Link, 4-26
inView Log, 4-8
port statistics monitoring, 4-8
power link configuration, 4-24
Power Link Configuration in Power Link, 4-
26
Power Link Port 1, etc. in Power Link, 4-26
Priority in Spanning Tree, 4-19
PRL in status bar, 3-5

R

raw count statistics, 4-3
Reject Frames in Port Statitistics, 4-10, 4-12
Request Samplesin Ethernet History Control
Configure, 5-16
resetting statistics counters, 4-5
Rising Event ID in Add Alarm, 5-28
Rising Threshold in Add Alarm, 5-28
Root Path Cost in Spanning Tree, 4-19
routing address
adding, 4-31
aging, 4-29
configuration, 4-28
removing, 4-32
Routing Address in Routing Address, 4-30, 4-
31
Routing Port in Routing Address, 4-30, 4-31
Runtsin Port Statitistics, 4-10
Rx Good Bytes (K)/sec in Port Analysis, 4-12
Rx Good Bytesin Port Statitistics, 4-9
Rx Good Framesin Port Statitistics, 4-9
Rx Good Frames/sec in Port Analysis, 4-12

S

S/W Version in System Configuration, 4-16

Sample Typein Add Alarm, 5-28

Spanning Tree Configuration tool, 3-4

Spanning Tree Protocol parameters
configuration, 4-17

Speed in Port Configuration, 4-14, 4-22

Start Alarm in Add Alarm, 5-28

Start Time in Ethernet History Counter
Statistics, 5-19

State in Spanning Tree, 4-20

Static Routing Address in Routing Address, 4-
30

statistics counters description, 4-2

statistics counters viewing, 4-2

Status
in Add Alarm, 5-28
in Ethernet History Control Configure, 5-16
in Ethernet Statistics Configure, 5-7
in Event Configure, 5-24

Status in Port Configuration, 4-14

Subnet Mask in System Configuration, 4-16

Switching in Routing Address, 4-30

system configuration, 4-15

System Configuration tool, 3-4

System Power in System Configuration, 4-16

T

Target Port in Port Monitor, 4-27

target port related to monitor port, 4-26
tool bar description, 3-4

total count statistics, 4-3

Total Errorsin Port Statitistics, 4-10
Trap Level in Trap Management, 4-33
trap management, 4-32

Tx Good Framesin Port Statitistics, 4-10
Tx Good Frames/sec in Port Analysis, 4-12
Type in Event Configure, 5-24

Typein Port Configuration, 4-14, 4-22

U

Undersize in Ethernet History Counter
Statistics, 5-20
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Undersize Packets in Ethernet Statistics
Counter Statistics, 5-9
Unit Analysis screen, 4-6, 4-7
Unit Analysistool, 3-4
unit performance monitoring, 4-3
Unit Statistics
command, 4-4
screen, 4-3
Unit Statistics tool, 3-4
Unit Up Time
in Port Analysis, 4-11
in Port Statistics, 4-9
in Unit Anaysis, 4-6
in Unit Statistics, 4-4
Up Time in System Configuration, 4-16
updating samplings, 5-20
User-Setting in Power Link, 4-26
Utilization in Ethernet History Counter
Statistics, 5-19
Utilization in Ethernet Statistics Counter
Statistics, 5-11
Utilization(%)in Ethernet History Rate
Analysis, 5-21

VvV, W

Variablein Add Alarm, 5-27

viewing
Event Log entries, 5-29
history statistics and analyses, 5-17
statistics, 5-7

Viewing Configuration, 4-13

Virtual LAN tool, 3-4

VLN in status bar, 3-5

warm start, 4-34
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